London Winter Program 2004/2005

December 26, 2004 – January 8, 2005

Cryptology: The Evolution of Secrecy
For over 2000 years, people have tried to keep their communications secret from others. Side by side with those efforts have been the efforts of the "codebreakers" who have tried to find patterns in seemingly meaningless messages. This is cryptology. It is the stuff of spies, diplomats, military commanders, and now terrorists. Beginning with classical cryptology, we will make and break ciphers and look a bit at the history of their use. Then we will focus on World War II and study the British efforts to break the German Enigma machine. We will close with an introduction to public key cryptology and consider the issues of privacy that are being (re)considered by our government.


Prerequisite: The mathematical prerequisites are minimal; anyone who is prepared to take a college-level mathematics course has enough mathematics background. Prerequisites should be students with curiosity and patience; students who like to solve mathematical problems or play word games; and students who have a sense of history. 


Credit:  3 hours of undergraduate credit.

The course consists of three parts: classical cryptology, Bletchley Park and the Enigma machine, and modern cryptology/cryptological issues.  The course may be taken at one of two levels: as a 200-level introduction to cryptology or as a 300-level course.   The first two parts would be the same for both courses.  For the third part, the 200-level course would focus on issues of the internet and privacy, and the 300-level course would focus on several public-key cryptosystems.   Decision about course level must be made at the time of application.

In addition to elementary mathematics, the course has a strong historical and problem solving flavor.  Our class meetings in London will focus on classical cryptology and Engima.

Tentative course details
Possible texts:  The Code Book by Singh or The Codebreakers by Kahn.
Classical cryptology
This portion of the course will include both cryptography and cryptananlysis – codemaking and codebreaking.  We will study frequencies and patterns in the English language and “hand ciphers” including keyword ciphers, Caesar ciphers, Vigenére ciphers, various transposition ciphers, and onetime pads.  Students will be expected to complete codemaking and codebreaking exercises.
Possible texts:  Cryptanalysis: A study of ciphers and their solutions by Gaines or Elementary Cryptanalysis by Sinkov.

Bletchley Park and Enigma
Preparation for this portion of the course will be done before leaving for London.  While in London, we will study the operation of the Enigma machine and explore the techniques that the British and other Allies used to break Enigma.  Students will be expected to complete a paper about Bletchely Park prior to leaving for London.
Possible texts:  The Codebreakers by Hinsley and Stripp or Action this Day by Smith.  Also, the film or novel Enigma by Harris.
Public key cryptology and the issue of privacy
This work will be done after returning from London.  For the lower-level course, this portion of the course will deal with the issue of privacy.  Students will be expected to complete a paper dealing with the issue of privacy.
Possible text:  Crypto: How the Code Rebels Beat the Government—Saving Privacy in the Digital Age by Levy.
For the higher-level course, this portion of the course will examine a couple public key algorithms.  Students will be expected to complete public key cryptology exercises.
Possible text:  Cryptological Mathematics by Lewand or a higher-level text.

More information
The website for the 2003/2004 offering http://www.nku.edu/~christensen/ccsa.html (While I suspect there will be changes in the course, the materials reflect the nature and level of the course that will be offered in 2004/2005.)

E-mail Christensen@nku.edu
